SO Y TE PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
BENH VIEN PA KHOA PONG NAI Poc 1ap — Ty do — Hanh phiic

Sé: 49¢ /TM-BVDKDN Dong Nai, ngay<6 thing 4 nam 2025

THU MOI
V/v chao bang gi4a phin mém diét virus cho
Bénh vién Pa khoa Pong Nai.

Kinh giri: Quy nha thau quan tAm.

_ Bénh vién Pa khoa D??ng Nai ¢6 ké hoach tim kiém don vi c6 nang lyc phit hop
nham thyuc hién goi phan mém diét virus cho Bénh vién. D€ ¢6 co s¢ 18p danh myc va
xdy dung ke hoach lua chon nha thau, Bénh vién kinh moi céc nha thau quan tdm chao
gia cac dich vu theo danh muc nhu sau:

(chi tiét theo phu luc kem theo)

Yéu cau chung dbi véi cac nha thau:

- bam ‘béo tuén thu ce’t‘c quy dinh cta Phap luat hién hanh.

- Co6 ho so néng luc day dua theo quy dinh.

Thoi han nop bao gia: Tir ngay ra Thu moi dén 16 gio 30 phut ngay 12 thang 05
nam 2025

Dia chi nhan bao gia: Phong Cong nghé thong tin (P. 324, lau 3), bénh vién Pa
khoa Pong Nai.

_ Dia chi: $6 02 dudng Dong Khéi, phudng Binh Pa, thanh phd Bién Hoa, tinh

Dong Nai

Nguoi lién hé: Lé Thi Xoang SPT: 0986712730.

R4t mong dugc su quan tdm cla cac nha thau.

Tran trong.

Noi nhin: ng”
- Nhu trén;
- Luu: VT, CNTT.

Ngb Pirc Tuin



PHU LUC
0 Thu moi s6:4.98/TM-BVPKPN ngay 26 thang Ly ndm 2025)

M5 ta

1 "~ Tinh niing quan ly tip trung

Phan mém quan trj dugc cai dat trén may chi quan trj
tai doanh nghiép (on premlse)

Ho tro cai dat phan mém quan trj (Security Center) trén
céc nén tang hé diéu hanh:

- Windows: Windows Server 2016, 2019, 2022,.

- Hé diéu hanh Linux;

Phén quyen quan tri endpomt theo don vi; Endpomt tai
don vj s& giao tiép véi may chu dat tai don vi dé nhan
chinh sach, cip nhét ban va,

HG tro quan ly, cai dat tr xa phén mém cua hang khac
trén cOng cu quan tri;

Quan ly, cai dit, cap nhat cac 16 hong bao mat va cac
ban va 15i tap trung hé diéu hanh va cac phén mém cia
thiét bj dau cudi

HG trg quan ly, truy cép cac thiét bi dau cudi, cai dat tlr
xa phan mem clia hing khac trén thiét bj dau cudi thong
ua cOng cu quan tr1

Ho trg xac thyuc 2 yeu td (Two-factor Authentication)
dé tang cudng bao mat

Quan ly thong tin trén may chi/mdy tram/thiét bj thong
minh bao gom cac thong tin sau:

- Dia chi IP, MAC, Tén may, Hé diéu hanh, Thoi gian
cép nhat gan nhét ciia Hé diéu hanh trén may chii/may
tram;

- Trang thai két néi dén may chu quan tri;

- Théng tin ban va trén may chﬁfmay tram;

- Trang thai cép nhit thong tin tir may chu quan tri;

- Chinh sach dugc thiét lap va cac vi pham tren agent.

C6 kha nang dicu khién agent t6i thidu bao g0m cac
chirc nang sau:

- Cho phep phan tich, x6a, stra tép tin lay nhiém ma
doc trén may chu/may tram/thiét bj thong minh;

- Cho phép diéu khién thay ddi cac chinh sach phat
hién, ngan chin ma doc trén céac agent;

Tinh ning béo c4o, thong ké:

- Cho phép ap dung céc quy tic tim kiém thong tin, dir
lidu log dé thém, loc, tinh chinh ndi dung cho bio Cc40;
- Cho phép lya chon dinh dang tép tin bao cdo xuét ra
dép g t6i thiéu 02 trong cac dinh dang sau: WORD,
EXCEL, PDF, HTML,..

2 | Tinh nang bio vé cho Server:

Phan mém c6 kha nidng bao vé cho céac hé
diéu hanh

HO trg bao vé may chu trén cac nén ting hé didu hanh:
Windows Server 2012, 2016, 2019, 2022,... va Linux

Tinh ning phong chdng ma doc

Cong nghé Real-time protection, bdo vé may chi theo
thoi gian thuc

Khong cho phan mém doc hai v6 hiéu hoa antivirus; dit
mét khiu @ bao vé chuong trinh; khéng cho phép bt
ky thiét bi nao khéc diéu khién phan mém antivirus tir
Xa ngoai trir cac may chu quan tri;




Quét cac tép tin khi ngudi ding truy cip tng dung, khi
tai xubng tir internet hogic trong qua trinh sira ddi tép.
Cong nghe; quét t6i wu, chi quét céc file méi va cac file
da thay ddi so v6i 1an quét trude

Cép nhat cac ddu hiéu nhan dién ma doc (Domain, IP,
hash,...) trén hé thdng quan trj

C6 kha nang phyc hon (restore) trang thai ban dau cia
céc tap tin bi phan mém doc hai can thi¢p ma hoa

Tinh néng phat h1¢n va phan
héi thiét bj dau cudi (EDR)

Phat hi¢n sém céc nguy co :

- Phat hién tin cong ciia ma doc dya theo thong tin:
Domain, IP, hash,...;

- Giam sét thoi gian thyc toan bo giao tiép vao va ra may
tinh thong qua cac Port, dja chi IP, img dung,..;

Phén tich céc hanh vi, hoat dong cua md doc trong hé
diéu hanh dé diéu tra, x4c dinh ngudn gdc ciia sy lay
nhiém;

- Phan hoi véi thiét bi dau cudi khi phat hién ma ddc tan
cdng: - Dua ra cac phan ng nhanh véi céc mbi de doa
phirc tap, tinh vi, dang 4n nap trude khi chung gy ra
cac thiét hai; - C6 lap céc thiét bj ddu cudi bj nhiém ma
doc ra kh01 mang; - Tu dong cach ly cac tap tin doc hai
dang a 4n nép, lay lan khép hé théng mang;.

Kiém soat trng dung (Application
Control)

Quan ly img dung dugc khéi chay, ngin chin cac img
dung khéng mong muon

Kiém soat quyen cua img dung dugc phép truy cép vao
hé thong, gidm sat va phén loai 0 | img dung.

Kiém soét thiét bj ngoai vi (Device
Control)

Kiém soat theo cong nghé truyen dir liéu (6 cung, thiét
bi luu trir gén ngoa1 may in, o dia CD/DVD, ...)

C6 ché d¢ chin thiét bj két ndi vao may tinh theo lich
hodc tlty chon

Ty dong do quét thiét bj luu trit ngoai vi dé tim kiém
ma doc ngay khi dugc cim vio may tinh.

Kiém soat truy cp web (Web Control)

Thiét 1ap chinh sach han ché truy c¢@p web, ngan chin
viéc truy cdp céc trang web khong mong muon, website
ddc hai hoic lira déo, kiém soat vigc truy cép theo danh
muc website, theo loai dit liéu hodc dia chi web chi
dinh.

Cép nhat ban va

Quan ly, cai dat 16 hong bao mt va ban v4 16i tap trung
clia c4c phan mém va hé diéu hanh

Tl,r dong dlscovery, 1nventory, notification va tracking
tit ca cic phin mém va phén cimg.

M3 ma hoa dir liéu

Ma héa muc File, Folder, Full Disk, 6 dia di dqng (hd
tro che d$ Portable File Manager dé c6 thé mo dir liéu
trong 6 dia di dong bj ma héa & cac mdy tinh chua cai
dat Endpomt)

Source cai dit tlch hgp vao phan mém antivirus, khong
cén mot phin mém ma héa riéng biét va dugc quan ly
qua cdng cu qudn trj tdp trung duy nhit.

Tinh nang bao vé cho may tram:

Phan mém cé kha ning bao vé cho cac hé
diéu hanh

HO0 trg bio vé may ch trén cac nén tang hé dicu hanh:
Windows 7 SP1, 8, 10, 11, mobile

Tinh ning phong chéng ma dgc

Cong ngh¢ Real-time protection, bao vé may chi theo
thoi gian thuc

Khong cho phan mém ddc hai vo hiéu hoa antivirus; dit
mét khiu dé bao vé chuong trinh; khéng cho phép bét
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ky thiét bi nao khac diéu khién phin mém antivirus tir
Xa ngoai trir cdc may chu quan tri;

Quét cac tép tin khi ngudi dung truy cap img dung, khi
tai xubng tir mtemet hoic trong qué trinh sira ddi tép.
Cong nghf; quét tdi wu, chi quét cac file méi va céc file
da thay ddi so véi lan quét trude

Cap nhat céc ddu hiéu nhén dién ma déc (Domain, 1P,
hash,...) trén hé théng quan tri

C6 kha ning phuc hm (restore) trang thai ban dau cla
céc tap tin bi phin mé&m ddc hai can thi€p ma hda

Kiém soat (g dung (Application
Control)

Quan ly ing dung dugc khéi chay, ngén chin cdc ing
dung khéng mong mudn

Kiém soat quyen cua rng dung dugc phép truy cip vao
hé thong, giam sat va phén loai | g dung

Kiém soét theo cong nghc truyen dit liéu (6 ctng, thiét
bi luu trit gén ng0a1 may in, 0 dia CD/DVD, ...)

Kiém soét thiét bi ngoai vi (Device
Control)

C6 ché do chan thiét b két ndi vao may tinh theo lich
hodc tiy chon

Ty dong do quét thiét bj lru trir ngoai vi dé tim kiém
ma doc ngay khi duoc cidm vao may tinh

Kiém soat truy cap web (Web Control)

Thiét Iap chinh sach han ché truy cép web, ngan chan
vigc truy cdp cdc trang web khong mong muon, website
ddc hai hoic lira dao, kiém soat vi€c truy cép theo danh
muc website, theo loai dit liéu ho#c dia chi web chi
dinh;

2. Yéu cau chung déi véi cdc nha thau:
- Trién khai va ho trg bao tri

- Trién khai giai phap, cai dit, ciu hinh ti wu san pham trén hé théng may tram, may chu.

- Béo tri, hd tro 12 thang.
3.N¢i dung can bdo gid:

STT Mait hang bvt

S6 lwgng | Pon gis Thanh tién

Ban quyén chuong
trinh diét virus cho
mdy chu Sever — thoi
han 1 nim

License

20

Bén quyén chuong
trinh diét virus cho
may tram — thoi han 1
nam

License

270

Téng cong

(Bao Gdém VAT va céc chi phi theo quy dinh)




